
Industrial  8-Port DIN - RAIL Managed Gigabit PoE Ethernet Switch 
with 8x10/100/1000Base-T(X) P.S.E. ports and 4x1000Base-X, SFP sockets
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KUSA Industrial Ethernet Switch
   

Cyber-Secure Video
           with
Clean Code Technology
802.3at & 802.3az
HD CAMERA READY!

Features:

Clean Code Technology with Silicon Enhancements

KUSA - Network Security For The 21st Century

The KY-8PSE30WMH, -  is a managed redundant ring POE Ethernet switch with 8 x10/100/1000Base-T(X)
and 4 x100/1000Base X SFP Sockets. Enhanced silicon extensions combined with Clean Code Technology

Introduction

provide for a secure, virus and Bot resistant switch able to automatically contain and quench possible
Denial of Service or Distributed Denial of Service (DOS / DDOS) attacks, without network operator
intervention. This is 21st Century Security for networks that secure every device - not just the perimeter

down attached devices to the network - automatically. Meets new federal guidelines for Cyber-space
port security and network security. Clean Code Technology insures no contaminated or unused code elements. 

The switch provides Power over Ethernet Technology (802.3at), and the ability to provide up to 30 Watts on
all copper ports - all the time.  Our product also complies with 802.3az (Green Scheduling). The 802.3az

A smaller carbon footprint - saving customers money over the life of the product, combined with automatic
device restart, automated keep alive checking - (important for cameras) makes for a secure and reliable

(with CYBER-SECURE Video)

outperform all competitive products, are fanless (convection cooled)  and comes with a full 5 Year Warranty. 

* Supports Jumbo Frames Up to 9K Bytes (Recommended for Video Applications)
* 8 Ports PSE - Fully Compliant IEEE802.3at, provides up to 30 Watts per port
* All 8  - Ports are PSE - and can be used to deliver up to 30 Watts  - All Ports -   

.
* Application Based Video Management -  ( Best way to support video applications)
* Built in silicon - Automatic Detection And Prevention of Denial of Service and Distributed Denial
   of Service Attacks (DOS/DDOS). Every port auto-detects attacks and can shut down automatically
   without the intervention of the network operator.
* CYBER-SECURE Video with Clean Code Technology for Network Device Security - protects against
   virus, BOTS and Hacking attacks. Eliminates contaminated code and secures video / data streams
* Access Control Lists (ACL) and 802.1x User Authentication for Security

* Supports LLDP Protocol (Auto Discovery) and IP Policing Security Functions
* KUSA’s Recovery time <10ms over 300 switches (MSTP / RSTP / STP / RSTPe
   (IEEE802.1s/w/D) for Ethernet Redundancy
* 

KUSA - An American ECO Engineering Company
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Ultra-Low Power Consumption - Saving You Money Every Day!

DIN RAIL Mountable - IP40                 5 YEAR WARRANTY

* Requires External Power Supply (48-57 VDC)



 

10/100Base-T(X) P.S.E. RJ-45 Port

Pin No. Description

#1 TD+ with PoE Power input +

#2 TD- with PoE Power input +

#3 RD+ with PoE Power input -

#6 RD- with PoE Power input -

1000Base-T P.S.E. RJ-45 Port

Pin No. Description

#1 BI_DA+ with PoE Power input +

#2 BI_DA- with PoE Power input +

#3 BI_DB+ with PoE Power input -

#4 BI_DC+

#5 BI_DC-

#6 BI_DB- with PoE Power input -

#7 BI_DD+

#8 BI_DD-

Dimensions

(Unit=mm)
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KUSA Switch Model KY - 8PSE30WMH

Physical Ports

10/100/1000Base-T(X) with P.S.E. ports in RJ45 Auto 
MDI/MDIX

8

1000Base-X SFP Port 4

Jumbo frame Up to 9K Bytes

Security Features

Device Binding security feature
Enable/disable ports, MAC based port security
Port based network access control (802.1x)
VLAN (802.1Q ) to segregate and secure network tr c
Radius centralized password management
SNMPv3 encrypted authentication and access security

Software Features

STP/RSTP/MSTP (IEEE 802.1D/w/s)
Redundant Ring with recovery time less than 10ms over 300 units 
TOS/D serv supported
Quality of Service (802.1p) for real-time tr c
VLAN (802.1Q) with VLAN tagging and GVRP supported
IGMP Snooping
IP-based bandwidth management
Application-based QoS management
DOS/DDOS auto prevention
Port configuration, status, statistics, monitoring, security
DHCP Client/Server, Protocol 41 (IPv6 and IPv6Secure)

Network Redundancy
Ring 
STP / RSTP
MSTP / RSTPe

RS-232 Serial Console Port RS-232 in RJ45 connector with console cable.  115200bps, 8, N, 1

LED Indicators

Power Indicator Green : Power LED x 3

R.M. Indicator Green : Indicates that the system is operating in Ring Master mode

Ring Indicator Green : Indicates that the system is operating in Ring mode

Fault indicator Amber : Indicates unexpected event occurred

10/100/1000Base-T(X) RJ45 port indicator Green for port Link/Activity 

PoE indicator Green for PoE power injected

1000Base-X Fiber port indicator Green for port Link/Activity

Technology

Ethernet Standards

IEEE 802.3 for 10Base-T 
IEEE 802.3u for 100Base-TX
IEEE 802.3z for 1000Base-X
IEEE 802.3ab for 1000Base-T
IEEE 802.3x for Flow control
IEEE 802.3ad for LACP (Link Aggregation Control Protocol)
IEEE 802.1D for STP (Spanning Tree Protocol)
IEEE 802.1p for COS (Class of Service)
IEEE 802.1Q for VLAN Tagging
IEEE 802.1w for RSTP (Rapid Spanning Tree Protocol)
IEEE 802.1s for MSTP (Multiple Spanning Tree Protocol)
IEEE 802.1x for Authentication
IEEE 802.1AB for LLDP (Link Layer Discovery Protocol)
IEEE 802.3at PoE specification (up to 30 Watts per port for P.S.E.)

MAC Table 8192 MAC addresses
Priority Queues 4
Processing Store-and-Forward

Switch Properties

Switching latency: 6 μs
Switching bandwidth: 24Gbps
Max. Number of Available VLANs : 256
IGMP multicast groups: 128 for each VLAN
Port rate limiting: User Defined
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Fault contact

Relay Relay output to carry capacity of 1A at 24VDC

Power

Redundant Input power Dual DC inputs.  50VDC on 6-pin terminal block

Power Consumption (Typ.) 20Watts (power device not included)

Overload Current Protection YES

Reverse polarity protection YES
Physical Characteristics

Enclosure IP-40

Dimensions (W x D x H) 96.4 (W) x 108.5 (D) x 154 (H) mm (3.8 x 4.2.7 x 6.06 inch)

Weight (g) 1400 g

Environmental

Storage Temperature -40 to 85°C (-40 to 185°F ) Fanless - Convection Cooled

Operating Temperature -40 to 80°C (-40 to 176°F )

Operating Humidity 5% to 95% Non-condensing

Regulatory Approvals

EMI FCC Part 15, CISPR (EN55022) class A

EMS

EN61000-4-2 (ESD), 
EN61000-4-3 (RS), 
EN61000-4-4 (EFT), 
EN61000-4-5 (Surge), 
EN61000-4-6 (CS), 
EN61000-4-8, 
EN61000-4-11

Shock IEC60068-2-27
Free Fall IEC60068-2-32
Vibration IEC60068-2-6
Safety EN60950-1
MTBF (Hours) (MIL-HDBK-217F2, GB, GC, 25°C ) 198,236
Warranty 5 years

ORDER
Model

Model Name Description

KY- 8PSE30WMH Industrial 12-port managed Gigabit PoE Ethernet switch with 8x10/100/100

 
Base-T(X) PSE ports and 4x1000 SFP sockets 

Packing List
‧KY-8PSE30WMH
‧DIN-Rail Kit
‧Wall-mount Kit
‧Console Cable
‧Tool CD  
‧Quick Installation Guide

Optional Accessories (Can be purchased separately)

‧Gigabit SFP’s - Single-Mode, Multi-Mode and Copper
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KUSA
1107 SE Willow Place
Blue Springs, Missouri  64014

Telephone: (219) 595- 2631
                      (816) 988 - 7861
FAX: (480) 287 - 8605
Email: Sales@KUSA1.co

Cryptologic

Cyber-Secure Video NSA / CSS Coding Guidelines / with Silicon Enhancements    

KUSA

Clean Code - Precision Programming    
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